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Tap-proof cell phone

Polish research and development company TechLab 2000, which specializes in secure communications, has designed what it says is a tap-proof mobile phone based on pioneering data encryption technology.

The phone, called Xaos Gamma, is the first phone of its kind in the world, according to TechLab executives. It has been designed by an all-Polish team of engineers using domestic parts, except for the casings, which were imported from Finland. The phone is already available to customers from one of the country's mobile phone networks.

Experts say encrypting mobile phones will soon become a standard procedure because tapping methods are becoming increasingly sophisticated and pose a threat to data confidentiality and user security.

The Xaos Gamma is the first such design in the world in terms of both technology and functionality, the designers say. It is equipped with an advanced and super-fast encryption system. The phone is intended for business users, lawyers, doctors and other professionals who are concerned about confidentiality. The advanced encryption algorithms used in the phone ensure full information security, excellent voice quality and ease of use, the makers say.

Plain old phone?

The Xaos Gamma looks like any other mobile phone, except that it does not have a radio, MP3 player or camera. But it can connect to any network and use all frequencies available.

The phone is intended for use in any standard GSM network. It provides voice connections, text messaging and the callback function, in both encrypted and non-encrypted mode. Since the advanced encryption functions are integrated into a standard casing, the user does not need to have any specialist knowledge of cryptography-all the encrypting functions are available intuitively.

TechLab 2000 earlier designed similar phones for the government, says Jan Jakub Szczyrek, a member of the company's management board. Such phones are equally desirable for business clients who value information security, he adds. "Since our phone has been designed in Poland and is manufactured here, we are able to offer customized functions to increase its functionality according to the client's expectations", Szczyrek says.

Sophisticated yet simple

The Xaos Gamma's encryption method is based on the Sylan secure communications system, which is also a TechLab design. The designers used a new key negotiation method called elliptic curve cryptography. The elliptic curve algorithm used in the Xaos Gamma is exceptionally difficult to break, experts say. It is also very fast-the Xaos Gamma needs only 1.5 seconds to establish a connection, while standard phones need around 15 seconds. The voice transmission time lag caused by encryption with the use of the AES-256 algorithm is only 450 milliseconds, while in standard systems it is 1 second. The system can encrypt not only voice connections but also text messages, phone directories, and lists of connections.

The strict design assumptions and cryptographic techniques used in the phone guarantee that no one will tap into conversations conducted over this phone-not even TechLab 2000 specialists, who have full knowledge of its design and the algorithms used, not to mention people who do not have such knowledge, the designers say.

World premiere

The device was unveiled during the GSMA Mobile World Congress in Barcelona, Spain, in February this year. It is a major annual exhibition for the mobile industry that attracts the world's largest mobile phone producers and mobile infrastructure suppliers. This year, more than 1,300 exhibitors from across the world and almost 50,000 visitors took part in the event. TechLab 2000 executives say the exhibition was an excellent opportunity for them to promote their product internationally. They hope the Xaos Gamma will be a smashing success around the world.

"This year was the first time the company took part in the GSMA congress as an exhibitor. But we did it with a bang, unveiling our flagship design," Szczyrek says. "Although TechLab has a whole range of encrypted communications designs in its portfolio, we pin the greatest hopes on mobile telephony."

Voice transfer security in a mobile phone network is among the most desirable features of contemporary communications, TechLab specialists say. "Privacy, without a threat that telephone conversations will be tapped into, will soon become a standard feature as producers try to meet customer expectations these days," says Szczyrek. "The Xaos Gamma is an important step in this direction."

The company expects to sell up to 5,000 Xaos Gamma handsets on the domestic market alone this year.

TechLab 2000 is a Polish research and development company dealing with cryptography in communications. The company designs and manufactures advanced electronic devices with a special focus on ICT and telecommunications products intended for both the general public and customers such as the government and the armed forces. The company was set up in 1993 as an initiative by the Institute of Electron Technology (ITE). It employs 30 specialists from Polish research institutions and has designed many pioneering products over the years. In 1997, TechLab 2000 developed the world's first hardware encryptors for computer hard drives. Its innovations also include miniature hardware random sequence generators and cryptographic modules for electronic signature. Cryptographic devices designed and implemented by TechLab 2000 are used by top-level officials and the public administration in Poland.
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